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MINISTRY OF COMMUNICATION AND INFORMATION TECHNOLOGY
{Department of Electronics and Information Technology)
NOTIFICATION
New Defhi, the 2nd July, 2013

Subject : Notification on National Cyber Securily Policy-2013 (NCSP-2013) National Cyber Security
Palicy-2013 (NCSP-2013)

F. No. 2{35}/2011-CERT-In.—Preamble

1. Cyberspace’ |5 a complex envirgnment consisting of interactions between people, software and services,
supported by woridwide distribution of information and esmmunication technology (1T} devices and
nebworks

2. Owing to the numerous benefits brought about by technological advancements, the cyberspace today is 3
carmmon pool used by citizens, businesses, critical information infrastruciure, military and QOVEINMERts in a
manner that makes it difficult to draw clear boundaries among these different groups. The cyberspace fs
expected 10 be more compéex in the foresesable fulure, with many fold increase in networks and devices
connected ta it

3 Information Technology (IT) is ane of the critical sectors that rides an and resides in cyberspace, Il has
emerged as one of the most significant growth catalysts for the indian economy. In addition to fuelling Inda's
economy, this sactor is alsc positively inffuencing the lives of its people through direct and indirect contritation
to the varnous socio-economes parameters such as employment, standard of Iving and diversily among cthers:
The sector has played a significant role in traneforming India‘s image to that of a global player in providing
world-class technology solutons and IT business services The government has been a ey driver for
increased adoption of |T-based products and IT enabled services in Public senices (Governmeant o cilizen
services, citzen identfication, public distribution systems), Heatthcare (telemedicing, remote consultaion
mobile clinics), Education (e-Leaming, wifual classtooms, eic) and Fmancal services {mohbile banking!
payment galeways). efc Such indiatives have enabled increased IT adoption in the country through sectoral
refoems and Natonal programmes which have bed to creation of large scale |T infrastructure with corporate!
private paricipation

4. In the light of the growth of IT sector in the country, ambifious plans for rapsd soctal fransformation and
inclusive growth and India's prominent role in the T global market, providing right kind of facus for creating
secure compating environment and adequate trust and confidence in elecironic fransactions, software,
senvices, devices and networks, has become one of the compalling priorities for the country, Such a focus
enables creation of @ suilable cyber security eco-system in the country, in lune with globally networked
emvironment

5. Cyberspace is vulnerabie to a wide varety of incidents, whether inentional or accidental. manmade or
natural, and the data exchanged in the cyberspace can be expioited for nefarous purposes by both nation-
states and non-stabe actors. Cyber abtacks fhal target the infrastructure or underfying economic wel-being of a
nation state can effectively reduce availsble stale resources and undermine confidence in their supporing
structures. A cyber related incident of national significance may take any form; an organized cyber atiack, an
uncontrolled explod such as computer virus or wonms of any malicious software code, a national disaster with
significant cybsr consequencas or other relaled incidents capable of causing extensive damage to the
information infrastruchure or key assets. Large-scale cyber incidents may overwhelm the govemnment, public
and private sector rescurces and services by disrupting functioning of cmical infrmation systems
Complications from disruptions of such a magnitude may threaten lives, economy and national security
Rapid identification, information exchange, investigation and coordinated response and remediation can
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maligate the damage caused by maicious cyberspace aciivily. Some of the examples of cyber threats to
individisale, businesses and government are wentity theft, phishing, social engineering. haclivism, cyber
terronsm, compound threals targeting mobile devices and smart phone, compromised digital certificates,
advanced persistent threals, denial of service, bot nets, supply chain attacks, data leaksge. elc The
protecton of information infrastructure and preservation of the confidentiality, integrity and avadabeity of
information in cyberspace is the essence of a secure cyber gpace

6. Thete are vanous ongoing activities and programs. of the Govemmen! to address the cyber secumiy
challenges which have significanily contribuled to the creation of 2 péatform that is now capable of supparting
and sustaining the efforts in secunng the cyber space Due to the dynamic nature of cyberspace. there is now
# need for these actions to be unified under a3 National Cyber Security Policy, with an integrated vision and
a sef of sustained and coordinated sfrategies for implementation.

7. The cyber sacurity policy is an evalbving task and it caters to the wholg spectrum of ICT users and providers
mcluding home users and small, medium and large enferprises and Gowernment and non-Government
entities. It serves as an umbrella Framework for definng and guiding the aclions related (o secunly of
cyberspace. It also enables the individual sectors and organizabons in designing appropriate cyber security
pokcies io sud their needs. The policy provides an overview of what it takes to effectivaly pratect infarmatian
infarmation systems and networks and also gives an insight into the Government's approach and strategy for
profection of cyber space in the country. It also outlines some poirters to enable collaborative working of all
koy players in publc and private to safeguard country's information and infarmation systems.  This palicy.
therefore, aims fo create a cyber security framework, which leads to specific Actions and programmes (o
enhance the securly posiure of country’s cyber space,

I Vision
To bulid & securs and resilient cyberspace for citizens, businesses and Governmaent
Il. Missicn

To pratect information and information infrastruciure in cyberspace. bulld capabilies to prevent
Fl and respond to cyber theeals, reduce vulnerabilities and minimize damage from cyber incidents
through a combination of instdutional structures. people, processes, technology and cooperatian

Hl. Objectives

1] To create a secure cyber ecosystem in the coundry, generate adequate trusd and confidence m (T
systems and trangackons in cyberspace and thereby enhance adoption of IT in, all sectors of the
ECONomy.

2] To create an assurance framework for design of security policies and for promation and anabling
achons for compliance fo global security stendards and best practices by way of conformity
assessment (product, process, technalogy and people)

3} Tuo strengliven (he Regulabeny ramework for enswing & Secure Cyberspace ecosysiem

4] To enhance and create Mational and Sectoral level 24 x 7 mechansms for obtaining strategic
information regarding threats to (CT infrastructure, creafing scenasics for response, resolution and
crisis management through effective prediclive, preventive, protective, response and recovery
actions.

5) Toenhance the protection and resilience of Mation's cntical information infrastructure by operating
a 2dxT Wational Critical information infrastructure Protection Centre (NCIIPC) and mandating
secuntly practices related to the design, acquisiion, development. use and operation of
infarmation resources

B) To develop sitable indigenous security technologies through frontier technology research
solution oriented research, proof of concepl piol dewelopment, transition, dffusion and
commerciglisation leading 10 widespread deployment of secure ICT products | processes in
general and specically for addressing Nafional Secunty requirements

7} Toimgrove wisibiity of the integrity of ICT products and services by establishing infrastructure for
testing and validation of security of such products

) To create a workforce of 500,000 professionais skilled in cyber security in the next 5 years
through capacity building, skill develapment and training

9) To provide fiscal benefits fo businesses for adoplion of standard securty practces and
processes.
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10) To enable protection of information while i process, handling. storage & transd so 28 to

safeguard privacy of cilizen's data and for reducing economic losses due to cyber erme or dats
thaft.

11} To enable effective prevention. investigation and prosecution of cyber crime and enhancement of

law enforcement capabilities thiough appropriate legrslative intervention

12} To create a culture of cyber securily and privacy enabling responsible user behaviour & actions

thrcaagh an effective communicatisn and promotion strategy.

13) To develop effective public private parinerships and collaborative engagemenis through lechnical

end operational cooperation and condribution fior enhancing the security of cyberspace

14) To enhance globaé cooperabion by promoting shared understanding and leveraging relationships

for furthering the cause of security of cyberspace

15) Strategies
A, Creating a secure cyber ecosysiem

1}
)

3)

4
5k
&)
7]

a)

To designate a National nodal agency to coordinate all malters related 1o cyber securily in the
country, with clearly dafined roles & responsibiiies

To encourage all organizations, privale and pubse 1o designate a member of senior management,
a5 Chief Information Security Officer (CI50), responsible for cyber security efforts and infliatives.

To encourage all organizations to develop information security policies duly integrated with their
business plans and implement such poficies as per iMemational best practices. Such policies
should include establishing standards and mechanisms for secure information flow [while in
process, handling, storage and transit), crisis management plan, proactive sacurity postune
assesament and forensically enabled information infrastructure

To ensure that &l organizations earmark a specfic budget for implementing cyber securty
iniiatives and for meeting emerngency response anising out of cyber incidents.

To provide fiscal schemes and incentives o encourage entifies 1o install, strengthen and upgrade
information infrastruciure with respect to cyber security.

To prevent occurrence and recurrence of cyber incidents by way of incentives for technology
development, cyber securify compliance and proactive actions.

Ta establish a mechanism for sharing infoemation and for identifying and respdnding to cyber
security incidents and for cooperation in restoration efforts

To encourage entities to adopt guidelines for procurement of trustworthy ICT products and
provide for procurement of indigenousty manufactured ICT products that have security
implications

B, Creating an assurance framework

L}

4]

3)

4}

&)

Ll

To promole adoption of giobal best practices in information security and compliance and thereby
enhance cyber secunty posture,

To create infrastructure for conformity assessment and cerbfication of compliance to cyber
security best practices. standards and guidesnes (Eg. 130 27001 ISMS certification, IS system
audits, Penetration testinguinerabllty assessment, appiication security testing, web security
tosting).

o anable implementaton of giobal securty best pesctices n formal risk assessment and risk

management processes, business continuity management and cyber crisis management pian by
all entitbes within Government and in oritical sectors, 1o reduce the nsk of disruption and improve
i securify pasture

Te identfy and classify information infrastructure facilides and assets at entity level with respec 1o
risk perception for undertaking commensurale secwriy profechion measures.

To encourage secure applicaton'software development processes based on ghobal best
praclices.

To create conformily assessment framework for penodic werification of compliance to best
praclices, standards and guidelines on cyber securiy
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71 To encoutage all entites to periodically test and evaluate (he adegquacy and effectiveness of
technical and operational security contral measunes implemanted in IT systems and in networks

. Encouraging Open Standards

1) To encourage use of open standards to facilitate interoperability and data exchange among
different products or servicas,

2] To promote a consartism of Govemment and private sector to enhance the availabddty of tested
and certified [T products based on open standards

Strengthening the Regulatory framework

1) To develop a dynamic legal framework and its periodic review 1o address the cyber secunty
challenges arising out of technological developments in cyber space (such as cloud computing,
mabile eomputing, ancrypted services and social media) and #s harmonization with infernational
frameworks including those related 1o Internet govermance

Z) To mandate penodic audit and evaluation of the adequacy and effectiveness of security of
information infrastructure as may be appropeiate, with respect to requiatory framework

3) To ensble, educate and facilitabe awarenass of the regulatory framawork.

Creating mechanisms for security threat early warning, vulnérability managemaont and

response o security threats

1) To create Matonal level systems, processes, structures and meshanams (0 generale netassary
situational scenario of existing and potential eyber security thieats and enable mely infarmatisn
sharing for proactive, preventive and protectve actions by individual entites

7} To operate 3 24x7 National Level Computer Emergency Response Team (CERT-in) to funchon
as a Nodal Agency for coordination of all efforts for cyber secunty emergency response and crsis
management. CERT-In will function as anm umbrella organization in enabling creation and
operatonalization of sectoral CERTs as well as faciltating communicaben and coordination
actions in dealing with cyber crisis situations

3} Tooperationalise 24x7 sectoral CERTs for all coordination and communication actions within the
respirctive seclors for effective incidence response and resolution and cyber crigss management

4} To implement Cyber Crsis Managemant Plan for dealing with cyber related inoidents impacting
critical nabional processes or endangening public safety and security of the Nation, by way of well
coordinated, mull disciplinary approach at the Mational. Sectoral as weil as enlity levels

5 To conduct and fackiate regular cyber security drills and exercises at National, sectoral and ntity
levels 1o enable assessment of the security posture and lowel of emergency preparedness in
rasisting and dealing with cyber security incidents

F. Securing E-Governance services

1) To mandate implementation of global securdy best practices, business confinulty management
and cyber crisia management plan for all e-Governance initiatives in the country, fo reduce the
risk of desruption and improve the securily posture,

Z1 To encourage wider usage of Public Key infrastructure (PKI) within Government for trusted
communication and fransactions.

3) Toengage infarmation security professianals/organisations (o assist a-Governance mdiatves and
ensure conformance to security bes! practices.

;. Protection and resilience of Critical Information Infrastructure

1} To develop a plan for protection of Critical Information Infrastructure and its integration with
business plan at the enlity level and implement such plan. The plans shall include sstabishing
mechanisms for secure infermation flow (while in process, handling. storage and transit),
guidelines and standards, crisis management plan, proactive secunty posturs assessment and
forensically enabled information infrastructune

2) To Operate a 24x7 National Crilical information, Infrastructere Protection Centre (NCIIPC) 1o
funciion as the nodal agency for exitical information infrastructure protection in the country

3) To facilitate - identification, prioritisation, assessment, remediation and protection of entical
infrastruciyre and key resources based on the plan for protection of criticsl information
infrastructure
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4) To mandate implementation of ghobal security best practices, business continuity managemen
and cybar crisis management plan by & critical sector entities, 1o reduce the nsk of disruption and
improve the securty posture

5} Ta encourage and mandate as appropriate, the use of validated and cenified IT products,
f] To mandate security audit of critical Information infrastructure on a penodic basis.

7] To mandate certification for all security roles right from CISOICSO to those invehied in operaton
of exitieal information infrastrctune

B To mandate secure applicabionisoftware development process (from design Mrough retirement}
based on global best prackoes.
Promotion of Research and Developmant in cybor security

1) To undertake Research and Development programs for addressing all aspects of deveiopment
aimed al short term, medum ferm and long ferm goals The Research and Development
programs shall address all aspects including development of rustworthy systems, their lesting,
deployment and mainienance throughout the [ife cycle and inciude RE&D on cutling edge security
technologies

2} To encourage Research and Development to produce cost-effective, tallor-made ndgenous
sacurity solutions meeting a wider range of cyber secuty challenges and target for expor
markets.

3 Ts facilitate transion, diffusion and commerciaksation of the outputs of Research amd
Deyvelopment into commercial products and sendces for use i pubilic and private sectors.

4) To selup Centres of Excellence in areas of strategic importance for the paint of security of cyber
space.

5) Tao coliaborate in joint Research and Developmant projacts with indusiry and academia in frontline
technologies and solution orignted research.

Reducing supply chain risks

1} To create and maintain testing infrastructure and facilitios for IT secunty product evaisation and
compliance verification as per global standards and practices

2} To build trusted relationships with product [ system vanaors and service providers for improving
end-to-end Supply chain secunty wsibility.

3 To creale swareness of the threals, wulnerabilities and congeguences of breach of securily
among entities for managing supply chain risks related o [T (products, systems of services)
procurarmeril

Human Resource Development

1} To foster education and trainng programs bodh i formal and informal sectors to support the
Wation's cyber security needs and build capacity.

2 To establish cyber gecunty trainng infrastructure across the country by way of public private
parinership arrangemanis

3] Toestablish cyber security concept labs for awareness and skill development in key areas

4) To estabfish instifutional mechanisrms for capacity building for Law Enforcemant AgERCIEs.
Creating Cyber Security Awaranoss

1) To promobe and ([aunch a comprehensive national @warteness program on secirty of cyoerspace

71 To sustain security Maracy awarenoss and pubkicity campaign through electronic media o help
citizens to be aware of the challenges of cyber security

3 To conduct, support and enable cyber security workshaops | seminars and certifications

Developing effective Public Private Partnerships

1} Tao facilitate collaboration and cooperation among slakeholder entities including private seclor in
the area of cyber security in general and protaction of eritical information infrastructure in
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particular for actions relsted to cyber threats, wulnerabiliies, breaches, poisnbial protective
measwes, and adoption of best praclices.

2 To create models for colaborabons and engagement with adl refevant stakeholders.
3) Tocreate a think tank for cyber socurity polbcy inputs, discussion and deliberations

. Information sharing and cooperation

i1 To develop bilateral and mult-lateral relabionships = the area of cyber security with other
couniries,

2} To enhance National and global cooperation among security agencies, CERTs, Defence agencies
and forces, Law Enforcement Agencies and the judicial systems,

3} To create mechanisms fod dialogue relaled (o techmcal and operational aspects with indusiry in
order 1o faclitate efforts in recovery and resilience of sysiems including critical milormation
infrastructure

. Prioritized approach for implemaentation

To adopd a profiteed appeoach to implemant the policy so as to address the most critical areas in
the fargt instance:

Operationalisation of the Policy

This policy shall be operationaised by way of detailed guidelines and plans of achon ot various levels
such as natonal, sectoral, slate, ministry, depariment and enleéfpise. as may be approphate. 1o
address the chalienging requirements of security of the cyberspace

J. BATYANARAYANA, Secy

Prietied Iy the Mansger, Gavernment of India Press, Ring Road, Mayapen, S Dolh-110084
= nd Published by the Comrolier of Publications. Delhi-110054,



